
 

 
 توضیحات  پورت / پروتکل مقصد مبدا   ردیف 

1 
Kaspersky 

Administration 
Server 

Domain 
Controllers 

tcp/389, udp,389 LDAP over TCP or UDP 

tcp/636 LDAP over TLS 

tcp/53, udp/53 DNS 

2 
Kaspersky 

Administration 

Server 

Clients 

icmp Discovering new clients (Network Pool) 

tcp/139, tcp/445, 
udp/137, udp/138 

Remote Installation of Network Agent 

udp/443 SMB over QUIC 

tcp/135 RPC Server 

udp/15000 
Management signals from Administration Server 

or Distribution point to Network Agents 

3 Clients 
Kaspersky 

Administration 
Server 

tcp/13000 Receiving connections from Network Agents 

udp/13000 
Receiving information about devices that were 

turned off from Network Agents 

tcp/14000 Receiving connections from Network Agents 

tcp/13111 
Receiving requests from managed devices to KSN 

proxy server 

udp/15111 
Receiving requests from managed devices to KSN 

proxy server 

tcp/17000 
Receiving connections for application activation 

from managed devices  

tcp/19170 
Tunneling connections to managed devices by 

using the klsctunnel utility 

tcp/8060 
Transmitting published installation packages to 

client devices 

tcp/8061 
Transmitting published installation packages to 

client devices (TLS) 

4 
Admin 
Devices 

Kaspersky 
Administration 

Server 

tcp/13291 
Receiving connections from Administration 

Console to Administration Server 

tcp/8080 
Receiving connections from browser to Kaspersky 

Security Center Web Console 

5 

Kaspersky 
Secondary 

(Slave) 
Administration 

Server 

Kaspersky 
Master 

Administration 

Server 

tcp/13000 
Receiving connections from Secondary 

Administration Servers 

6 

Kaspersky 
Master 

Administration 
Server 

Kaspersky 
Secondary 

(Slave) 
Administration 

Server 

tcp/13000 Connecting to Secondary Administration Servers 

tcp/13291 
Adding a new Secondary Administration Server 
(to get the Secondary Administration Server's 

Certificate) 

7 
Distribution 

Points 
Clients udp/15001 

Receiving multicast requests from a distribution 
point (if in use) 

8 

Kaspersky 
Security 

Center Web 
Console 

Kaspersky 
Administration 

Server 
tcp/13299 

Receiving connections from Kaspersky Security 
Center Web Console to the Administration 

Server; receiving connections to the 
Administration Server over OpenAPI 

 


